L 

Number 


Hits 


Search Text 


DB 


Time stamp 


1 


8 


Winsock adj module$l 


US PAT; 


2003/12/18 








US-PGPUB 


16:44 


2 


5077 


connection adj request$l 


US PAT ; 


2003/12/18 








US-PGPUB 


16:04 


3 


2 


(connection adj request$l) and winsock 


US PAT; 


2003/12/18 






adj module$l 


US-PGPUB 


16:04 


4 


566 


Winsock 


US PAT ; 


2003/12/18 








US-PGPUB 


16:08 


5 


77 


Winsock and connection adj request$l 


US PAT; 


2003/12/18 








US-PGPUB 


16:11 


6 


3 


Winsock and (respond$3 near2 (connection 


US PAT; 


2003/12/18 






adj request$l) ) 


US-PGPUB 


16:19 


7 


1 




US PAT 


2003/12/18 










16:17 


8 


97 


queu$3 near2 (connection adj request$l) 


US PAT; 


2003/12/18 








US-PGPUB 


16:20 


9 


0 


(queu$3 near2 (connection adj request$l)) 


US PAT; 


2003/12/18 






same winsock 


US-PGPUB 


16:20 


10 


8 


(queu$3 near2 (connection adj request$l)) 


US PAT ; 


2003/12/18 






and winsock 


US-PGPUB 


16:21 


11 


5 


winsock . ab . 


US PAT; 


2003/12/18 








US-PGPUB 


16:22 


12 


422 


winsock and microsoft 


US PAT; 


2003/12/18 








US-PGPUB 


16:24 


13 


62 


winsock and microsoft and (connection adj 


US PAT; 


2003/12/18 






request$l) 


US-PGPUB 


16:30 


14 


2 


winsock . ti . 


US PAT / 


2003/12/18 








US-PGPUB 


16:31 


15 


4 


winsock adj client$l 


US PAT; 


2003/12/18 








US-PGPUB 


16:31 


16 


12 


winsock and (listen adj socket) 


US PAT; 


2003/12/18 








US-PGPUB 


16:32 


17 


10 


us$3 near2 Winsock adj API 


US PAT; 


2003/12/18 








US-PGPUB 


16:46 


18 


1 


us$3 near2 Winsock adj module 


US PAT; 


2003/12/18 








US-PGPUB 


17:09 


19 


1 


20010029548. pn. 


US PAT; 


2003/12/18 








US-PGPUB 


17:14 


20 


835 


709/235,201,202,223,224, 225,227,22 8,229/71 


3tfSDATccls. 


2003/12/18 






and connection adj request$l 


US-PGPUB 


17: 16 


21 


3 


709/235, 201,202,223,224, 225,227,22 8,229/71 


3tfSBATccls. 


2003/12/18 






and (connection adj request$l and 


US-PGPUB 


17:22 



queu$3) . ab . 

i 
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47 


("5826014" 


US PAT 


2003/07/25 






"6061798" 




09:38 






"6061798" 










"5751812" 










"5966372" 










"6282424" 










"6061341" 










"6247068" 










"5724355" 










"6175879" 










"5349642" 










RE37178 










"6351810" 










"6026437" 










"6212565" 










"6212565" 










"5596745" 










"5774660" 










"5812784" 










"5916302" 










"5995610" 










"5014221" 










"5257374" 










"5682478" 










"5745754" 










"5898839" 










"6003085" 










"6006264" 










"6070192" 










"6128657" 










"6141333" 










"6157927" 










"6182122" 










"6199107" 










"6272675" 










"6304576" 










"6343083" 










"6381627" 










"6438597" 










"6445707" 










"6446109" 










"6449647" 










"5265239" 










"6434141" 










"6061734" 










" 6061734 " 

WW Ui / -J T 










"5941950" 










"5999941" 










"6427161" 










"5995939") .pn. 






- 


1 


"5905872" .PN. 


US PAT 


2003/07/25 










09:44 


- 


109832 


client or user near2 request$l 


USPAT; 


2003/07/25 








US-PGPUB; 


09:52 








JPO; 










DERWENT 




- 


61469 


(client or user near2 request$l) same 


USPAT; 


2003/07/25 






server 


US-PGPUB; 


09:54 








JPO; 










DERWENT 




- 


1632 


((client or user near2 request$l) same 


USPAT; 


2003/07/25 






server) same queue 


US-PGPUB; 


10:08 








JPO; 










DERWENT 






91 


( ( (client or user near2 request$l) same 


USPAT; 


2003/07/25 






server) same queue) same socket 


US-PGPUB; 


14:40 








JPO; 










DERWENT 
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- 


1 


((client or user near2 request$l) same 


USPAT; 


2003/07/25 






server) same (backlog or back adj log) 


US-PGPUB; 


10:09 






adj queue 


JPO; 










DERWENT 




- 


0 


(((client or user near2 request$l) same 


USPAT; 


2003/07/25 






server) same queue) same Winsock adj 


US-PGPUB; 


10:10 






module 


JPO; 










DERWENT 




- 


0 


(((client or user near2 request$l) same 


USPAT; 


2003/07/25 






server) same queue) and Winsock adj 


US-PGPUB; 


10:10 






module 


JPO; 










DERWENT 




- 


6 


Winsock adj module 


USPAT; 


2003/07/25 








US-PGPUB; 


14:57 








JPO; 










DERWENT 




- 


983098 


( (backlog or back adj log) adj queue) 


USPAT; 


2003/07/25 






same client or user 


US-PGPUB; 


10:25 








JPO; 










DERWENT 




- 


69827 


( ( (backlog or back adj log) adj queue) 


USPAT; 


2003/07/25 






same client or user) same server 


US-PGPUB; 


10:25 








JPO; 










DERWENT 




- 


2 


( ( ( (backlog or back adj log) adj queue) 


USPAT; 


2003/07/25 






same client or user) same server) same 


US-PGPUB; 


10:25 






listen adj socket 


JPO; 










DERWENT 




- 


16 


(backlog or back adj log) adj queue 


USPAT; 


2003/07/25 








US-PGPUB; 


14:55 








JPO; 










DERWENT 




- 


280 


service adj attack 


USPAT; 


2003/07/25 








US-PGPUB; 


10:32 








JPO; 










DERWENT 




- 


0 


(service adj attack) same ( (backlog or 


USPAT; 


2003/07/25 






back adj log) adj queue) 


US-PGPUB; 


10:32 








JPO; 










DERWENT 




- 


0 


listen adj socket same ( (backlog or back 


USPAT; 


2003/07/25 






adj log) adj queue) 


US-PGPUB; 


10:33 








JPO; 










DERWENT 




- 


0 


listen adj socket and ( (backlog or back 


USPAT; 


2003/07/25 






adj log) adj queue) 


US-PGPUB; 


10:33 








JPO; 










DERWENT 




- 


0 


( (backlog or back adj log) adj queue) and 


USPAT; 


2003/07/25 






listen adj socket 


US-PGPUB; 


10:33 








JPO; 










DERWENT 




- 


7 


( (backlog or back adj log) adj queue) and 


USPAT; 


2003/07/25 






socket 


US-PGPUB; 


12:52 








JPO; 










DERWENT 




- 


698165 


{ ( (client or user near2 request$l) same 


USPAT; 


2003/07/25 






server) same queue) same socket or port 


US-PGPUB; 


10:34 








JPO; 










DERWENT 




- 


0 


{ (backlog or back adj log) adj queue) 


USPAT; 


2003/07/25 






same ((((client or user near2 request$l) 


US-PGPUB; 


10:34 






same server) same queue) same socket or 


JPO; 








port) 


DERWENT 




- 


9 


{ (backlog or back adj log) adj queue) and 


USPAT; 


2003/07/25 






{(((client or user near2 request$l) same 


US-PGPUB; 


10:36 






server) same queue) same socket or port) 


JPO; 










DERWENT 






213 


denial adj service adj attack 


USPAT; 


2003/07/25 








US-PGPUB; 


10:36 








JPO; 










DERWENT 
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- 


22 


(client or user near2 request$l) same 


USPAT; 


2003/07/25 






(denial adj service adj attack) 


US-PGPUB; 


10:36 








JPO; 










DERWENT 




- 


1 


((backlog or back adj log) adj queue). ab. 


USPAT; 


2003/07/25 








US-PGPUB; 


11:52 








JPO; 










DERWENT 




- 


698164 


listen near socket or port 


USPAT; 


2003/07/25 








US-PGPUB; 


11:52 








JPO; 










DERWENT 




- 


983707 


(listen near socket or port) same client 


USPAT; 


2003/07/25 






or user 


US-PGPUB; 


11:53 








JPO; 










DERWENT 




- 


70487 


( (listen near socket or port) same client 


USPAT; 


2003/07/25 






or user) same server 


US-PGPUB; 


11:53 








JPO; 










DERWENT 




- 


1 


( ( (listen near socket or port) same 


USPAT; 


2003/07/25 






client or user) same server) same 


US-PGPUB; 


14 :54 






( (backlog or back adj log) adj queue) 


JPO; 










DERWENT 




- 


18287 


DoS 


USPAT; 


2003/07/25 








US-PGPUB; 


12:00 








JPO; 










DERWENT 




- 


669 


(DoS same (client or user near2 


USPAT; 


2003/07/25 






request$l) ) same (client or user near2 


US-PGPUB; 


12 :00 






request$l) 


JPO; 










DERWENT 




- 


381 


(DoS same (client or user near2 


USPAT; 


2003/07/25 






request$l)) same ((client or user near2 


US-PGPUB; 


12:02 






request$l) same server) 


JPO; 










DERWENT 




- 


0 


( (DoS same (client or user near2 


USPAT; 


2003/07/25 






request$l) ) same ( (client or user near2 


US-PGPUB; 


12:01 






request$l) same server)) same ({backlog 


JPO; 








or back adj log) adj queue) 


DERWENT 




- 


1 


( (DoS same (client or user near2 


USPAT; 


2003/07/25 






request$l) ) same ((client or user near2 


US-PGPUB; 


12 :01 






request$l) same server)) and ((backlog or 


JPO; 








back adj log) adj queue) 


DERWENT 




- 


19 


( (DoS same (client or user near2 


USPAT; 


2003/07/25 






request$l)) same ((client or user near2 


US-PGPUB; 


12:07 






request$l) same server)) same ((((client 


JPO; 








or user near2 request$l) same server) 


DERWENT 








same queue) same socket or port) 






- 


2 


socket adj flood$3 


USPAT; 


2003/07/25 








US-PGPUB; 


12:07 








JPO; 










DERWENT 




- 


1 


socket adj flood$3 


USPAT; 


2003/07/25 








US-PGPUB 


12:08 


- 


16121 


denial adj of adj service adj attack$l or 


USPAT; 


2003/07/25 






DoS 


US-PGPUB 


12:08 


- 


662 


(denial adj of adj service adj attack$l 


USPAT; 


2003/07/25 






or DoS) same (client or user near2 


US-PGPUB 


12 :09 






request$ 1 ) 






- 


377 


( (denial adj of adj service adj attack$l 


USPAT; 


2003/07/25 






or DoS) same (client or user near2 


US-PGPUB 


12:09 






request$l)) same ((client or user near2 










request$l) same server) 








0 


( ( (denial adj of adj service adj attack$l 


USPAT; 


2003/07/25 






or DoS) same (client or user near2 


US-PGPUB 


12:09 






request$l)) same ((client or user near2 










request$l) same server) ) same ( (backlog 










or back adj log) adj queue) 







Search History 12/18/03 5:24:58 PM Page 4 
C : \APPS\EAST\Workspaces\socket f looding . wsp 



- 


0 


( ( ( (denial adj of adj service adj 


US PAT; 


2003/07/25 






attack$l or DoS) same (client or user 


US-PGPUB 


12:09 






near2 request$l) ) same ( (client or user 










near2 request$l) same server) ) same 










(({{client or user near2 request$l) same 










server) same queue) same socket or port) ) 










and ( (backlog or back adj log) adj queue) 






- 


19 


{ ( (denial adj of adj service adj attack$l 


US PAT; 


2003/07/25 






or DoS) same (client or user near2 


US-PGPUB 


12:10 






request$l)) same ((client or user near2 










request$l) same server)) same ((((client 










or user near2 request$l) same server) 










same queue) same socket or port) 






- 


1100 


SSL same (client or user near2 request$l) 


US PAT; 


2003/07/25 








US-PGPUB 


12:11 


- 


898 


(SSL same (client or user near2 


US PAT; 


2003/07/25 






request$l)) same ((client or user near2 


US-PGPUB 


12:11 






request$l) same server) 






- 


0 


( (SSL same (client or user near2 


US PAT; 


2003/07/25 






request$l)) same ((client or user near2 


US-PGPUB 


12: 11 






request$l) same server)) same ((backlog 










or back adj log) adj queue) 






- 


5 


( (SSL same (client or user near2 


US PAT; 


2003/07/25 






request$l)) same ((client or user near2 


US-PGPUB 


12: 12 






request$l) same server)) and ((backlog or 










back adj log) adj queue) 






- 


0 


monitor$3 near (backlog or back adj 


US PAT ; 


2003/07/25 






log) adj queue 


US-PGPUB; 


12:56 








JPO; 










DERWENT 




- 


0 


monitor$3 near3 (backlog or back adj 


US PAT; 


2003/07/25 






log) adj queue 


US-PGPUB; 


12:57 








JPO; 










DERWENT 




- 


0 


prevent$3 near3 socket adj flood$3 


US PAT; 


2003/07/25 








US-PGPUB; 


12:57 








JPO; 










DERWENT 




- 


669 


DoS same (client or user near2 request$l) 


US PAT ; 


2003/07/25 








US-PGPUB; 


13:03 








JPO; 










DERWENT 




- 


14067 


713/201 . eels . and denial adj of adj 


US PAT 


2003/07/25 






service adj attack$3 or DoS 




13:54 


- 


436011 


713/201. eels . and denial adj of adj 


US PAT 


2003/07/25 






service adj attack$3 or DoS sam socket or 




13:55 






port 






- 


1936 


713/201 . eels . and denial adj of adj 


US PAT 


2003/07/25 






service adj attack$3 or DoS same socket 




14:36 






or port same client 






- 


1 


713/201 . eels . and (denial adj of adj 


US PAT 


2003/07/25 






service adj attack$3 or DoS).ab. 




14:37 


- 


1 


709/201,202,235.0013. and (denial adj of 


US PAT 


2003/07/25 






adj service adj attack$3 or DoS).ab. 




14:39 


- 


1523 


709/201,202,235.0013. and @pd<20030314 


US PAT 


2003/07/25 










14:40 


- 


40 


( ( (client or user near2 request$l) same 


US PAT ; 


2003/07/25 






server) same queue) same load adj 


US-PGPUB; 


14:49 






balanc$3 


JPO; 










DERWENT 




- 


1 


"6173311". PN. 


US PAT 


2003/07/25 










14:53 


- 


1 


"6212573". PN. 


US PAT 


2003/07/25 










14:54 


- 


1 


(backlog or back adj log) adj queue same 


US PAT; 


2003/07/25 






load adj balanc$3 


US-PGPUB; 


14:56 








JPO; 










DERWENT 






82 


WinSock adj API 


US PAT; 


2003/07/25 








US-PGPUB; 


14:59 








JPO; 










DERWENT 
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- 


0 


(WinSock adj API) same queue 


US PAT ; 
US-PGPUB; 
JPO; 
DERWENT 


2003/07/25 
14:58 


_ 


0 


(WinSock adj API) and backlog adj queue 


US PAT; 
US-PGPUB; 
JPO; 
DERWENT 


2003/07/25 
14:58 


_ 


37 


WinSock adj API 


US PAT 


2003/07/25 
15:00 




466980 


(WinSock adj API) same client or user 


US PAT 


2003/07/25 
15:00 


_ 


17786 


( (WinSock adj API) same client or user) 
same server 


US PAT 


2003/07/25 
15:00 


_ 


0 


( ((WinSock adj API) same client or user) 
same server) same backlog adj queue 


US PAT 


2003/07/25 
15:01 


- 


0 


( ((WinSock adj API) same client or user) 
same server) and backlog adj queue 


US PAT 


2003/07/25 
15:01 




621 


( ({WinSock adj API) same client or user) 
same server) same queue 


US PAT 


2003/07/25 
15:01 




309861 


( ( ( (WinSock adj API) same client or 
user) same server) same queue) same 
socket or port 


US PAT 


2003/07/25 
15:06 




204 


((( ((WinSock adj API) same client or 
user) same server) same queue) same 
socket or port) same load adj balanc$3 


US PAT 


2003/07/25 
15:02 


— 


20 


( ( ( (WinSock adj API) same client or 
user) same server) same queue) same 
socket 


US PAT 


2003/07/25 
15: 17 


_ 


4 


winsock adj module 


US PAT 


2003/07/27 
09: 10 




1 


winsock adj api adj module 


US PAT 


2003/07/27 
09: 14 


_ 


0 


winsock adj api adj module same socket 


US PAT 


2003/07/27 
09: 14 


_ 


1 


winsock adj api adj module and socket 


US PAT 


2003/07/27 
10:18 




0 


winsock adj api adj module and queue 


US PAT 


2003/07/27 
09:15 


_ 


0 


winsock adj api adj module same queue 


US PAT 


2003/07/27 
09: 15 


_ 


1 


6427161. pn. 


US PAT 


2003/07/27 
10: 18 


_ 


0 


599965 .pn. 


US PAT 


2003/07/27 
10: 19 


_ 


1 


5999965 .pn. 


US PAT 


2003/07/27 
10:24 


_ 


16339 


709/$.ccls. 


US PAT 


2003/07/27 
10:24 


_ 


9 


709/$. eels . and (load and balanc$3 and 
(queue or fifo)).ab. 


US PAT 


2003/07/27 
10:26 


_ 


14 


709/$. eels . and (load and balanc$3 and 
(queue or fifo or buffer)).ab. 


US PAT 


2003/07/27 
10:27 


_ 


2 


(server and network and load and balanc$3 
and (queue or fifo or buf f er$3 ) ) . ab . 


US PAT 


2003/07/27 
10:28 


- 


14 


(network and load and balanc$3 and (queue 
or fifo or buf f er$3 ) ) . ab. 


US PAT 


2003/07/27 
10:29 


- 


1 


20020002686. pn. 


US PAT; 
US-PGPUB 


2003/12/15 
10:08 




0 


reduc$3 near (denial adj of adj service 


US PAT; 


2003/12/15 






adj attack$l) 


US-PGPUB 


10:09 


_ 


0 


reduc$3 same (denial adj of adj service 


US PAT; 


2003/12/15 






adj attack$l) 


US-PGPUB 


10:09 


- 


0 


denial adj of adj service adj attack$l 


US PAT; 
US-PGPUB 


2003/12/15 
10: 10 


- 


441 


denial adj service adj attack$l 


US PAT; 
US-PGPUB 


2003/12/15 
10:10 




36 


(denial adj service adj attack$l) same 


US PAT; 


2003/12/15 






redu$3 


US-PGPUB 


10: 10 




0 


(denial adj service adj attack$l) same 


US PAT; 


2003/12/15 






reeduc$3 


US-PGPUB 


10: 10 
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- 


42 


(denial adj service adj attack$l) same 


USPAT; 


2003/12/15 






reduc$3 


US-PGPUB 


10:45 


- 


0 


denial ?service?attack$l 


USPAT; 


2003/12/15 








US-PGPUB 


10:47 


- 


0 


"denial of service attacks" 


USPAT; 


2003/12/15 








US-PGPUB 


10:59 


- 


1 


socket adj flood$3 


USPAT; 


2003/12/15 








US-PGPUB 


10:59 


- 


0 


713/201 . eels . and socket adj flood$3 


USPAT; 


2003/12/15 








US-PGPUB 


11:01 


- 


0 


winsock adj flood$3 


USPAT; 


2003/12/15 








US-PGPUB 


11:44 


- 


21 


backlog adj queue 


USPAT; 


2003/12/15 








US-PGPUB 


11:53 


- 


569 


service adj attack$l 


USPAT; 


2003/12/15 








US-PGPUB 


11:54 


- 


5 


(service adj attack$l) same connect$3 adj 


USPAT; 


2003/12/15 






socket$l 


US-PGPUB 


11:56 


- 


0 


(service adj attack$l) same backlog adj 


USPAT; 


2003/12/15 






queue 


US-PGPUB 


11:56 


- 


569 


(service adj attack$l) andbacklog adj 


USPAT; 


2003/12/15 






queue 


US-PGPUB 


11:56 


- 


3 


(service adj attack$l) and backlog adj 


USPAT; 


2003/12/15 






queue 


US-PGPUB 


11:56 


- 


1485 


receiv$3 near2 (connection adj request$l) 


USPAT; 


2003/12/18 








US-PGPUB 


09:35 


- 


0 


(receiv$3 near2 (connection adj 


USPAT; 


2003/12/18 






request^ 1) ) same (back adj log) adj queue 


US-PGPUB 


09:22 


- 


109 


(receiv$3 near2 (connection adj 


USPAT; 


2003/12/18 






request$ 1} ) same (queue or fifo or 


US-PGPUB 


09:23 






buffer) 






- 


8 


( (receiv$3 near2 (connection adj 


USPAT; 


2003/12/18 






request$ 1) ) same (queue or fifo or 


US-PGPUB 


10:22 






buffer) ) same socket$l 






- 


52 
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